Helping you move
forward with confidence

ENHANCED BUSINESS IMPACT ANALYSIS METHODOLOGY

With the emergence and escalation of COVID-19 as a global pandemic, organisations have
been required to implement strategies which respond, adapt and protect core business

functions and their employees.

As intensive restrictions and lockdown protocols

begin to unwind, many companies are faced with the
opportunity to retrospectively analyse what happened,
and ask the question of what is, and how to transition
into, a new business as usual (BAU). All of this whilst
ensuring they are preparing themselves for the
potential occurrence of a similar disruptive event in

the future.

Enhanced business impact analysis

A Business Impact Analysis (BIA) reviews the consequences
of sustained disruptive incidents such as COVID-19 on an
organisation’s critical functions, activities and responsibilities
and looks to predict the impact which future disruptions may
have. The reasons for undertaking a BIA include, but are not
limited to the following:

= Validating the content of the Business Continuity Plan
(BCP), IT Disaster Recovery Plan (IT DRP) and Crisis
Management Plan (CMP) and providing assurance that the
identified strategies can provide response and recovery
results within the required timeframes and appropriately
limiting the potential loss

= Highlighting areas for improvement including where
capabilities may not align to business continuity and IT
disaster recovery requirements

= Providing critical hands-on lessons learnt to the
personnel responsible for the response and recovery
activities to encourage high performance and develop
confidence

Inlight of the significant challenges overcome by foreign and
Australian businesses alike, the importance of undertaking

a post-disruptive event BIA, within a timeframe where the
analysis and results would be most impactful, has never been
more prevalent.

Organisational Benefits and Value

Whilst we will work with each organisation to determine
your own individual and tailored objectives, the value you can
expect to generate from undertaking an enhanced BIA could
include:

= Assessment and classification of defined ‘critical business
functions'’in the wake of a live disruptive incident

= |dentification and capitalisation of process improvements
andlessons learnt

= Assurance over the achievability of recovery time
objectives

= |mprovement opportunities within the organisations
response and recovery strategies

Enhancements to response and recovery strategies to better
prepare the business for future disruptive incidents

Development and implementation process

At RSM, our approach for facilitating and capitalising on an
enhanced BIA revolves around the following four material
categories which are identified as critical by best practice
and globally accepted standards such as ISO 22301:2019
- Business Continuity Management Systems and ISO
22317:2015 - Guidelines for Business Impact Assessment:
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Methodology

In order to effectively maintain a fit-for-purpose and
valuable Business Continuity Management System, best
practice guidelines such as I1SO 22317:2015 - Guidelines for
Business Impact Assessment recommend the facilitation
of a comprehensive BIA during both the development

and continuous improvement phases of an organisation’s
approach to mitigating and managing the impacts of
disruptive incidents. The diagram below captures the
recommended process flow by RSM for the utilisation of an
enhanced BIA:
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Key areas of focus

The key areas of focus which willbe assessed across the four
material categories are as follows:

= Assessment of internal and external factors such as
dependencies and market conditions

= Whether roles and responsibilities are defined and
communicated throughout disruptive incidents

= Whether a formal communication strategy which covers
internal and external stakeholders has been developed
and stress tested

= Provision of support and guidance throughout the forced
utilisation of working from home conditions;

= Strategies undertake to adapt to the evolving Information
Security risks

= |dentification and transitioning of services and processes
which can be automated and digitised, using technology
such as Intelligent Automation and Cognitive Solutions, to
improve efficiency, reduce costs, maximise revenue and
mitigate risks

THE POWER OF BEING UNDERSTOOD
AUDIT | TAX | CONSULTING

rsm.com.au
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How can we help?

RSM can help your business assess the robustness and
effectiveness of its disruptive event related response and
recovery strategies as well as identify opportunities, design
and implement improvement solutions to reduce costs,
increase efficiency and maximise revenue.

Key capabilities
= Internal audit
= Business continuity and crisis management
= Pandemic preparedness and de-escalation planning
= Culture, governance and risk
= Effectiveness and efficiency

ABOUT RSM

The RSM global network is represented in 120 countries,
enabling us to access best practice insights and local expertise
in both the public and private sector to assist you, no matter
where in the world you are operating.

It is our strong, collaborative approach that differentiates us.
This allows RSM Australia to work with our US and European
firms to ensure our local clients can leverage of the not only

our local expertise, but that of our network. We strive to truly
understand your business, your strategies and your aspirations
and endeavour to be considered the adviser of choice.

6th largest global network.
43,000 people.
810 offices.

120 countries.
%,’ @ Tname.

Visit rsm.global for a full list of
RSM firms and contact details

For further information
If you have any question or require further information
or assistance in relation to your BCP, please contact us.

RSM


https://www.rsm.global/australia/people?f%5B0%5D=field_content_category%3A105

