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There are only two types of 

companies: those that have been 

hacked, and those that will be. 

Merging into: those that have 

been hacked and will be again.
Robert Mueller (March 2012)



Big Data & Analytics

Mobile Working The Cloud

Social Media
Internet of Things

Internet Everything

Current IT Trends
Robotic Process Automation 

& Artificial Intelligence
Increase in  ...

✓ Connectivity

✓ Dependency

✓ Data Sharing

✓ Remote Working



Cyber Security Risks



Your organisation’s digital information footprint 



What is the scale of the issue

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/


Threat actors

Hacktivist Groups

Script Kids

Disgruntled Employee

Advanced Attackers

Nation States

Organised Crime

Make a statement

Reputation; petty crimes

Revenge

Money; sell to other attackers

Strength of their nation 

Money; big scores



What has changed?

Ransomware is the new payload of choice

Ransomware: 3.8m 

attacks in 2015 rose to 

205m in 2018

Social (people) attacks 

used in 51% of ransom-

ware cases in 2018 

Australia is ranked fifth in 

the number of exposed 

records by country.

Source: Malwarefox Ransomware Report 2019

https://www.malwarefox.com/ransomware-statistics-infographic/ 



What has changed with COVID-19



Remote working environment changes

• No longer behind the corporate firewall and 

protection, reliant on home security.

• Capacity to support the workforce

• Legacy systems | • Change management

Desktops and BYOD

Rushed Virtual Private Network 

(VPN) & Firewall changes

• People at home act different to in the office

• Increased use of cloud storage / sharing

• Phishing attacks

• More remote access

Data loss prevention

‘Noise’ in monitoring 

tools

• Rushed roll-out by vendors

• Use of new tools without usual training
Third party resources



Cyber resilience refers to an 

organisation’s ability to 

continuously deliver the intended 

outcome despite adverse cyber 

events.



Approach aligned to maturity

Anticipatory: Understand, prevent, detect and contain emerging threats

Proactive

Reactive: Focused on current protection

Unprepared



Control types

PREVENTIVE

• Reduce the 
likelihood of a 
successful 
attack

• Minimise impact

DETECTIVE

• Detect attacks

• Alert the 
organisation to 
the situation

CORRECTIVE

• Respond to an 
incident

• Recover the 
organisation

GOVERNANCE

• Manage cyber 
security

• Monitor 
improvements 
and success



Cyber Resilience Activities

PREVENTIVE

• Patching

• Privileges

• Multi-factor 
authentication

• Email & Web

• Hardening

DETECTIVE

• Reduce user 
friction

• Cyber threat 
intelligence

• Monitoring, 
detection & 
escalation

CORRECTIVE

• Security 
Incident 
Response

• Business 
Continuity

• Disaster 
Recovery

GOVERNANCE

• Culture

• Training & 
awareness

• Communication

• Current 
assessment & 
roadmap



Standards and Guidelines



Cyber security audit plans

Vulnerability Management –

Using scanning tools like 

Tenable Nessus

Privileged Access 

Management – Using tools 

like ADRecon

Firewall Configurations –

Using tools like Nipper

Cyber Security Maturity 

Assessment

Cyber Threat Risk 

Assessment & Cyber 
Security Control Framework

Email and website filtering & 

threat prevention

Configuration Hardening –
Source Code, CIS Benchmark, 

Office365, unsupported servers

Security Awareness & 

Social Engineering Tests –
Phishing, vishing, physical

Penetration Testing – External, 

Internal, Wireless, Web 
Application, APIs

Third Party / Vendor 

Security Risk Management

Data Loss Detection and Data 

Discovery

(email, cloud, system leakage)

Security Event Monitoring –

Audit, Log, Monitor, Review 

(Mitre Att&ck)

Information Asset 

Classification (& 

Segmentation)

Cyber Threat Intelligence –

due diligence of exposed data 

in deep and dark web
Board Cyber Security 

Reporting



Questions 

and answers?



Cyber Security Services



This presentation is intended as general information only and should not be considered as advice on 

any matter and should not be relied upon as such. The information in this presentation has been 

prepared without taking into account any individual objectives, financial situation or needs. No member 

of RSM Australia, no any of their employees or directors gives any warranty of accuracy or reliability 

nor accepts any liability in any other way including by reason of negligence for any errors or omissions 

contained in the presentation, to the extent permitted by law.

Liability limited by a scheme approved under Professional Standards legislation.


